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What is Cybersecurity?

Technologies and processes designed to protect

from unauthorized access, vulnerabilities and attacks.
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• Criminal attacks against healthcare providers have more than 

doubled over the past 2 years – Costing U.S. Healthcare system $6 

billion

• 100 million healthcare records were compromised in 2015 - #1 data 

type targeted by hackers

• High value records

• Medical record >$60 per record 

• Social Security Number $15 per record

• Connected medical devices and other IoT devices are expanding 

cyber security risks into physical security and safety risks

Cybersecurity and Healthcare

1 – Bloomberg Technology: Rising Cyber Attacks Costing Health System $6 Billion Annually
2 - IBM: 2016 Cyber Security Intelligence Index

Cybersecurity Triad

Information 

Security

Avai lab i l i ty



10/12/2016

3

Cybersecurity Triad (cont.)

Information 

Security

Preventing 
unauthorized 
disclosure of

data at rest, and 
data in transit

Preventing 
unauthorized 
disclosure of

data at rest, and 
data in transit

Cybersecurity Triad (cont.)

Information 

Security

Ensuring that 
data is created 
and modified by 

authorized 
parties, using the 

correct 
procedures / 

transformations

Ensuring that 
data is created 
and modified by 

authorized 
parties, using the 

correct 
procedures / 

transformations
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Cybersecurity Triad (cont.)

Information 

Security

Avai lab i l i ty
Ensuring the ability to access computing 

resources and data
Ensuring the ability to access computing 

resources and data

Cyber Security Outlook & Trends

• Attacks will increase in number and sophistication

• Political events will continue to shape the cyber threat 

environment

• Cyber security skills crisis

• Evolving attack vectors

• Cyber security risks are becoming physical security risks
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Challenges to Cyber Risk Management

Third-party service providers

Use of employee-owned devices

Cloud computing

Access management complexities

Size Doesn’t Matter to Cyber Criminals

• Data is what makes a target attractive, not the size

• Small and midsized enterprises (SME) often have less sophisticated 
IT security

• Large organizations have higher losses per breach – typically lose 
more records and have higher overall costs

• Cyber criminals now use automated attacks with little investment
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• Hacking is easy, profitable, and well funded 

• Hackers are no longer just solo actors

• Political and social motivations drive cyber crime activities

• You are now the most profitable customer for hackers

• Boards and executives lack of understanding cyber risk

• We are undermanned in the fight

• Organized crime

• Nation states

• Skills crisis

• Growing attack surface with the Internet of Things

• Hackers can cause loss of life - anonymously, from thousands of 
miles away

Cyber Risk - Challenges and Evolution

• Excellus BlueCross BlueShield
• More than 10 million records affected

• Wendy’s
• Automated telephone PIN reset vulnerabilities – ATM withdrawals

• Cravath, Swaine & Moore, LLP
• M&A deal data 

• Target
• Vulnerable through third-party HVAC vendor

• OPM
• Nation state threats

• LinkedIn
• Hacker’s paradise - dangers of shared and reused passwords

• Yahoo!
• 500 million user accounts compromised

• HackingTeam
• Even security companies are targets

• Our recent insider-threat client
• Ransomware!

No Industry is Immune: 
A Look at Notable Breaches
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• Cyber crime is less risky and more impactful than street crime

• Hackers are guaranteed access to our networks

• Phishing

• Baiting

• Physical access

• Regulatory mandates (inadvertently) limit the scope of security efforts

• COTS applications / implementations are rare

• Security technology risks

• Intended to protect our assets, but don’t always

• Most cyber risks are hidden or unknown to organizations

Why the Epidemic?

• Initial breach takes minutes, but discovery takes weeks or months

• IT organizations inundated with security event information

• Most security alerts are false positives

• Hackers know breach detection technology and operate stealthy

• IT operations / helpdesks are focused on getting organization back 
up and running quickly - indicators of compromised are often 
misdiagnosed as hardware/software issues 

Discovery of a breach doesn’t travel fast, but once public, the 

financial and reputational impact does.

This Bad News Doesn’t Travel Fast 
(Internally)
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Cyber-risk is not only focused on your EHR / financial 

systems.

• Connected Medical Devices

• Production Facilities / Equipment

• Personnel Security (Physical Security Measures)

• Corporate Espionage / IP

• Video Conferencing Systems

• VOIP Telephone Systems

• Board Collaboration Systems

Cyber Security Risk Universe

Human Factor

Most security and data breaches begin with social engineering

� Email Phishing

� Pretexting

� Baiting

� Physical Security
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Gone in 60 Seconds

Initial attack takes minutes.

Discovery and response takes weeks or months.

What Does a Data Breach Look Like?
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� Sophisticated Organizations

� Organized Crime

� Nation States

� Operating on the Dark Web / Deep Web

� Burner Cell Phones / Burner Laptops

� TAILS O/S

� VPN / Encryption

� The Onion Browser

� Bitcoins

Who Are These Cyber Criminals?

Dark Web / Deep Web

TOR 

NETWORK

ATTACKER
DESTINATION

Encrypted by Tor

Not Encrypted by Tor
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Dark Web / Deep Web (cont.)

Dark Web / Deep Web (cont.)



10/12/2016

12

Recent Ransomware Case Demonstrates 

Shift in Ransomware Targeting

Most Cyber Risks Are Hidden

90% of your network’s 
vulnerabilities are unable 

to be detected through 
automated scanning.
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Offense-Oriented Techniques

Gaining value from advanced penetration testing

Lack of Standards

Penetration Testing

vs

Vulnerability Scanning/Assessment

Human-driven testing

vs

Automation

Terminology
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Understanding Penetration Testing

InformationInformationInformationInformation----discoverydiscoverydiscoverydiscovery testing includes 

basic, automated scans resulting in 

“data dump” reports with no real 

recommendations on how to address 

the uncovered vulnerabilities.

ComplianceComplianceComplianceCompliance----focusedfocusedfocusedfocused testing consists of 

automated scans and surface-level 

penetration testing with attempts to 

exploit known vulnerabilities.

SecuritySecuritySecuritySecurity----focusedfocusedfocusedfocused testing uses skilled 

people and advanced penetration 

testing to uncover and exploit hidden 

vulnerabilities. The results far exceed 

information discovery or compliance-

focused testing.

• What framework is being followed? Pentest-standard.org is a good start.
• Qualifications?

• Problems with certification-only teams
• How many people will be working on your engagement? Physical 

proximity?
• How much automation is being utilized?
• How are Advanced Persistent Threats being emulated?
• Experience in Industrial Control Systems, Internet of Things, and finding 

“zero-day” vulnerabilities in software?
• Scope

• Internal
• External
• Social Engineering
• Physical

• What do the reports look like?
• Following secure penetration testing practices?

Getting a Penetration Test: What to ask
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• Open Source Intelligence Gathering

• For External & Internal:

• Enumerating the Attack Surface

• Vulnerability Analysis

• Exploitation

• Post-Exploitation

• Social Engineering

• Report Compilation

• Report Delivery

• Meetings to Discuss

Stages of a Penetration Test

� 4 days maximum time to breach networks
� Social Engineering 99% success rate (Human Factor)
� Source Code Exfiltration (Intellectual Property Risk)
� Potential $100M+ PCI Fines – Unencrypted backup (Regulatory Risk/Reputation Risk)
� Security Appliance (Network Monitoring Devices) 0-day (False Sense of Security)
� Patient Portals (Regulatory Risk/Reputational Risk)

� Unauthenticated Directory Browsing/Traversal – 3,000+ patients’
� Unsecure Configuration – Access to Admin Panel and Observe Email Flow –

1,500+ patients’ data
� Web Portal for Network Vulnerability Assessment Platform – Accessed Client 

Vulnerabilities, IP addresses, Administrator Information (Regulatory Risk/Reputation 
Risk)

� Printer LDAP Authentication Spoof – Led to 5,000 Files of Sensitive Client Data
� Service Account Hygiene
� SMB Shares
� Network Segmentation
� Segregation of Duties – Administrative Privileges (Admins using day-to-day credentials 

with admin privileges 
� SSL Blind Spots 

Stories From The Front Lines
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• Insecure passwords / password reuse

• Default configurations of devices – too permissive

• Lack of network segmentation

• Web application vulnerabilities

• XSS vulnerabilities

• CSRF vulnerabilities

• SQL Injection

• Unpatched systems

• Unencrypted data

• Unencrypted traffic

• Known vulnerabilities vs Organization-specific

Types of Findings

Do

• Eliminate password reuse

• Make password policies user-friendly

• “Best practices” haven’t actually been improving security

• Enforce 8 character minimums, stop limiting to 16 characters

• Allow all ASCII characters, including spaces (emojis)

• Implement multi-factor authentication when able

Don’t

• No more composition rules 

• Don’t allow password hints

• Eliminate knowledge-based authentication (high school mascot, etc.)

• Expire passwords without a specific event requiring a change

Improve Password Hygiene Today
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• Engage board of directors and senior leadership
• Inventory IT assets
• Don’t be the gazelle at the back of the herd

• Effective password policies
• Patch systems
• Harden all IT assets before put in production (default creds)

• Perform routine user awareness training and social engineering 
operations

• Evaluate your organization’s IT security staffing and budget allocation
• Update or implement IT governance procedures
• Perform internal and external penetration testing

• Prioritize and act on findings
• Manage vulnerabilities

• Develop and test incident response plans
• Maintain threat awareness

What Else Can We Do Now?

Accept that you will be breached and plan accordingly

Top 10 Common IT Audit Failures*

1. No IT policies and procedures in place (or not up-to-date)

2. No penetration testing completed

3. Two factor authentication not used for remote access

4. No 100% dedicated IT staff/resources

5. No disaster recovery plan in place, or if in place it’s not tested

6. No centralized log management

7. No IPS, or if IPS it’s improperly configured or is not monitored

8. No DLP at endpoints, in email, or in critical systems

9. Lack of formal patch management process

10. No up-to-date network/system diagrams showing network 
architecture or data flow 

IT Controls and Governance are Key

* CSO.com, What every IT department needs to know about IT audits, February 5, 2016
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